( |mm|Whole Home Mesh Wi-Fi 6 System -7
Seamless Roaming | Parental Controls | Easy Setup Wi Fi 6

-
A

User Guide
Whole Home Mesh Wi-Fi

D tp-link



About Th|S GU|de .................................................... ’I

10 R ————— 2
Set Up YOUr DGO s 3
DASRD QG -+rrrreeereeeeeesssssssssssssssssssssssssssssssssssssssssssssnne 6
A MOTE DECOS +sessssssssssssssssssssmmmsmssssssssssnen 7
CRECK DECO SAtUS w--vvereeeersssrssssssssssssssseeeeeeeeeees o)
Set Main DeCQ e 10
REMOVE/REDOOL DECQ s 11
Manage Connected Devices e 12
Sort Devices By Locationg: e 16
Create a New NetWork - 17
Change Network O\Nner ................................... 19
Delete 8 NEtWOrK s 20

Add Smart De\/'CeS .............................................. 2’]

GROILCUT +wereeeeeeessssssssssssssssssssssesesssssssssssssssssssssseeees 29
AULOMGLIOM-wwweeeeerersssssssssmmmssssssssssssessssssssssssssssees 24
HomeShie|d ............................................................. 28
T 12 T — 29
GueSt Network ....................................................... 3’]
BIACKIIGE rereeessssssssssssssseeeesssssssssssssssssssssssssesssssssss 39
Upgrade Your DEgQ o 33
AQVANCET FQGLUIES -rreesessssssssssssssssssmmssssssssnnnns 34
VWV PS sssssmmmmssmsssssseeessssssssssssssssssssssssssssssssssssssssssssnees 39
T L R ——————— 40
Control Your Deco with Alexag:: e 42
TrOUDIESNOOTING wrvrrrresssomsssssesssonosoc 43
AUTNENTICATION wrrrrrrressssssssssssssssssseeessssssssssssssneee A4



About This Guide

This guide provides a brief introduction to Deco Whole Home Mesh Wi-Fi System and the Deco app, as well as regulatory information.

Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. All images, steps, and descriptions
in this guide are only examples and may not reflect your actual Deco experience.

Conventions Speed/Coverage/Device Quantity Disclaimer

In this guide, the following conventions are used: Maximum wireless signal rates are the physical rates derived from

IEEE Standard 802.11 specifications. Actual wireless data throughput
and wireless coverage, and quantity of connected devices are not
guaranteed and will vary as a result of network conditions, client
Deco Stands for Deco Whole Home Mesh Wi-Fi System/Unit. limitations, and environmental factors, including building materials,

. . . ) obstacles, volume and density of traffic, and client location.
Hyperlinks are in teal and underlined. You can click to

Jneering redirect to a website or a specific section
P ' MU-MIMO Disclaimer
Teal Key information appears in teal, including management Use of MU-MIMO requires clients to also support MU-MIMO.
page text such as menus, items, buttons and so on.

Note: Ignoring this type of note might result in a malfunction loT Compatibility Disclaimer

RINOte: or damage to the device. loT compatibility refers only to smart devices that can be controlled
via the Deco app. Other wireless devices can still connect to Deco for

o Tips: Indicates important information that helps you make normal Wi-Fi use.

better use of your device.
Seamless Roaming Disclaimer

More Info Clients need to support 802.11k/v/r and may require additional set up.

* Specific product information can be found on the product page at Performance may vary depending on the client device.

https://www.tp-link.com.

* A Technical Community is provided for you to discuss our products at
https://community.tp-link.com.

» Qur Technical Support contact information can be found at the Help
center of the Deco app and the Contact Technical Support page at
https://www.tp-link.com/support/.

HomeShield Disclaimer

HomeShield includes the Free Basic Plan. Fees apply for the Pro Plan.
Visit tp-link.com/homeshield for more information.



https://www.tp-link.com
https://community.tp-link.com
https://www.tp-link.com/support/

Appearance

Each Deco has an LED that changes color according to its status, three RJ-45 Ethernet ports, a power slot, and a Reset button.

See the explanation below:

@ Tip: The product label can be found at the bottom of the product.

Pulse Yellow:

Deco is resetting.
Solid Yellow:

Deco is starting up.

® Pulse Blue: [
Deco is ready for setup. '

Solid Blue:
Deco is setting up.

® Pulse Green:
Deco is upgrading firmware.

Solid Green:
Deco is all set up and connected to internet.

—— Ethernet Ports:
For connecting Deco to your modem, the

?
f '_ Ethernet outlet or other internet devices.

® Pulse Red:

The satellite Deco is disconnected from main Deco. ’ Power Slot:

For connecting Deco to the power socket via
Solid Red: : T - the provided power adapter.

Deco has anissue.

Reset Button:

Press for 1 second and release to reset Deco
to factory default settings. The light turning
pulsing yellow indicates a successful reset.




Set Up Your Deco

The intuitive Deco app guides you through an easy setup process that gets each unit up and running and all your devices connected and online.

Follow the steps below to set up your Deco Whole Home Mesh Wi-Fi System.

1. Download and install the Deco app 2.Login or sign up with TP-Link ID 3. ldentify your Deco
Scan the QR code below or go to Google Open the app. Use your TP-Link ID to log in. If Choose your Deco model.
Play or the App Store to download the Deco you don't have a TP-Link ID, sign up first.
app. Install the app on your Android or i0S A Note: If you forgot your login password, tap Forgot password?.
smartphone or tablet. The Deco app will guide you through the rest.
No SIM = 11:00 AM @ Ea)
X
Identify your Deco
Welcome to Deco ‘ Have more than one Dece model?

X Series

X20/X21 X25 X50

> Google Play

wnload on the

¢ App Store

LOGIN X60/X4300 X68/X3600 X75/XE75[  XE75Pro
XES300

Pro
Sign Up Forgot password? l I “ “
b ¢:10] X90/X5700 X95

Voice X20 Voice X50 X20-4G
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4. Plug in and power on Deco 5. Select a location 6. Set up internet connection

Power off your modem. Connect your Deco to Select a location for this Deco. If its location Select the internet connection type and enter
the modem and power them both on. is not listed, you can create a new one by the information. If you are not sure, contact
choosing Custom. This will be the name of your internet service provider.

If you don't have a modem, connect the

Ethernet outlet directly to your Deco. your Deco.

Mo SIM =T 11:07 AM @ ..

Set Connection Type

Bedroom O
Dynamic IP
Hallway O
( PPPoE )
Kitchen O
Living Room O < Static IP >
Master Bedroom O ( L2TP >
Plug in your devices Office O
Connect your modem's LAN port to either ( PPTP )
Ethernet port on Deco and power them both on.
Study O
( DS-Lite )
Custom O
NEXT




7. Create your Wi-Fi network 8. Connect to your Wi-Fi network 9. Setup complete

Set a network name and a password. These Connect your phone/tablet to the Deco's Wi-Fi. Your Deco network is now up. Connect
will be the name and password you use to all devices to the Deco network. You can
connect your devices to Wi-Fi. also Add More Decos to expand the Wi-Fi
coverage.
Ne SIM = 2:48 PM @ 52%E ) No SIM = 14:22 @ -

X

Create your Wi-Fi Network Your Deco network is now up

Your Deco is ready to use. Please connect
all devices to the Deco network for better
connections.

This will be the name and password you'll use
to access your network. Your password must
be at least 8 characters.

Connect to your Deco Wi-Fi

Connect your phone/tablet to the Deco's Wi-Fi
to continue the setup.

Network Name Network Name
Deco

Password

Password l
It is recommended to set a password using a

combination of letters, numbers and symbols.
CONNECT
NEXT

ADD ANOTHER DECO




Dashboard

After you successfully set up your Deco network, you will see the dashboard of the Deco app. Here you can get an overview of the network status,
create shortcut and automation, customize your home network with enhanced security using a kit of features built to TP-Link HomeShield and set up

various advanced features.

Tap E] to get an overview of the
network status.

Internet
Clients
@ Home Network 2 online
TP-Link-Iphone ® o
Q 12 i
nome Kbps Kbps
iPhone e o
i 2 6
Home Kbps Kbps
g M & o
OVERVIEW SMART ACTIONS HOMESHIELE MOR

Tap & to create shortcut or
automation.

Smart Actions

Shortcut

i

With the tap of an icon, execute a shortcut

N
-

you created
CREATE
History
= I ~ [ale)
S By O] Gf
OVERVIEW SMART ACTIONS HOMESHIEL MOR

HomeShield o

day free tria
HomeShield

Faor better network performance and security

scan to check yeur netwerk

Tap {@)] to enter the HomeShield
page for enhanced security.

Real-Time Protection

Pratects your home network fram attacks and keeps your
persenal infarmation securc.
Touge this reaturs, sUbsCcroe to the Homeshia d Pro service,

Mot now

AR ACTIONS FUMESH ELD

crine

SLibse

Tap 3% for more features.

ROUTER SETTINGS
Wi-Fi Blacklist Update Deco
Advanced WPS Managers
= I G s
IVERVIEW SMART ACTIONS HOMESHIELD WMORE




Add More Decos

After created a Deco network, you can add more Deco units into the network to expand the Wi-Fi coverage, and manage them conveniently on your
Deco app.

1.In Overview, tap + > DECOS, 2. Select the Deco model you want to add, and
follow app instructions to complete the setup.

3:04 wEE

X
X :
Identify your Deco
What do you want to add?
Internet Have more than one Deco model?
Clients \_} X Series
C DECOS
@ Home Network 2 online
( SMART DEVICES >

Q TP-Link-lphone © O

. 12 1
lome Kbps Kbps C LOCATIONS >

iPhone © o
. 2 6
Home Kbps  Kbps X60/X4300 XBB/X3600 X ! XE75 Pro

Pro

X90/X5700 X95 XE200

(m
(7
23

Voice X20 Voice X5 X20-4G X50-4G



Check Deco Status

In Overview, you can check the working status (online/offline) of all the Decos, check the details (speed/Deco's IP address & MAC address/connected
clients) of each Deco, change the Deco's location/name, and more.

Tap &= to check all Decos' status Tap a Deco unit to check more details. Check download/upload speed of the
Deco.

“ Deco aee

MAC: 00-FF-D0-1E-5A-EB

] © Living Room [Main
All Decos are online. -
IP: 192.168.68.1

Internet

Clients Living-Hoom y
R
@ Home Network 2 online ;
Bedroom 3 ’ - —
Cnline \1, Kbownoa 4‘ ploa
ps Kbps
TP-Link-Iphone ®© ©
Q 12 1
o D CONNECTED
CLIENTS MESH (D

iPhone ®© o

o 2 6
o Shps Pl @ chenyindeiPhone ()

@ HS103 O
@ TP-Link-Iphone " @

&~ . fale)
E] q[i @ oo Firmware Version:

OVERVIEW SMART ACTIONS HOMESHIELE MORE




Change or customize the location/name of the Deco. Check the clients connected to the Deco.

Enable the Mesh feature, then the client can seamlessly switch to
the Deco that provides the fastest speed as you move around.

) Living Room | Main Deco-
. MAC: 00-FF-00-1E-5A-EB =——» Bedroom

chenyindeiPhone
® © ..
@ HS103 . @ Study

@ TP-Link-Iphone () Custom

Firmware Version:

@ chenyindeiPhone ()

@ HS103 O

@ TP-Link-Iphone " @

O Living Room | Main Decc
IP: 192.168.68.1 . MAC: 00-FF-00-1E-5A-EB
IP: 192.168.68.1
Hallway O
Kitchen O
Download I
\" Kb?:noa 4\ lKJh'?::ad \]’ Download 4\ Upload
Living Room @® Kbps Kbps
CONNECTED
MESH (3
CLIENTS Master Bedroom O ga::_ngED MESH (3

Firmware Version:




Set Main Deco

After setup, you can replace the main Deco with any satellite Deco without resetting or reconfiguring the whole network.

Follow the steps below to complete the setup process.
M Note: The main Deco links all the others to the internet. After the main Deco finishes switching, you need to connect the new main Deco to the modem or Ethernet outlet for internet connection. For DSL
Deco, connect it to the phone jack or DSL splitter. For 4G/5G Deco, insert a nano SIM card to it.

1.In Overview, tap . 2. Tapn > Set Main Deco. 3. Choose a satellite Deco and follow app
instructions to complete the settings.

4 Set Main Deco

The main Deco links all the others to the
internet. You need to connect the new main
Deco to the modem or Ethernet outlet for
internet connection.

Internet
Note: For DSL Deco, connect it to the phone
jack or DSL splitter. For 4G/5G Deco, insert a
SIM card to it.

Clients

@ Home Network 2 online

Q TP-Link-Iphone © ©

If the new main Deco does not support TP-Link
HomeShield, features built in HomeShield will
not be available.

Living Room | Mzin Decoes

12 1
Home Kbps  Kbps D6-5D-4C-70-13-72 @
iPhone ®© o
Q . 2 6 Bedroom
ome Kbps Kbps F
o 90-9A-4A-A4-DF-FO
Set Main Deco '
Change Network Owner
Delete
Reboot All
=] B @ oo Cancel Have more than one Deco model?

OVERVIEW SMART ACTIONS HOMESHIELD MORE




Remove/Reboot Deco

You can reset your Deco to factory default settings or reboot your Deco to clear cache and enhance running performance easily in the Deco app.
Follow the steps below.

N Note:

Rebooting your Deco will keep the current settings on it.

Removing your Deco will reset it to factory default settings and you will need to set up your Deco again. You can also press the Reset button on the Deco for 1 second to quickly reset your Deco to factory
default settings.

1.In Overview, tap . 2. Select a Deco unit. 3.Tap = to remove or reboot the Deco.

M Note: If the LED light of Deco does not turn pulsing blue after tapping Remove, press the Reset
button on the Deco for 1 second to reset it.

Deco

© Living Room [M
. MAC: 00-FF-0D-1E-5A-EB
All Decos are online.

IP: 192 168.68.1

Internet

Clients Living Roo T 98 96
——
Online
@ Home Network 2 online Bedroom . ‘Jf E:::nlnad A tﬂfad
/ Online
Q TP-Link-Iphone b ; T RLOr s 1
CLIENTS

Home Kbps  Kbps

iPhone © O
Q 2 6 @ chenyindeiPhone ()
Home Kbps Kbps
@ HS103 (@)
@ TP-Link-Iphone (@)

\-r Reboot

Support

Firmware Version:

] i 8s Cancel

OVERWIEW




Manage Connected Devices

In Overview, you can mange your connected devices easily, such as changing the device name/type/location, enabling automation, Mesh Technology
and high priority for the device, setting a profile to manage its online activities, and more.

Tap a connected device to check the details (e.g. real-time upload and Change the device name as needed.
download speeds, device name/location/profile, etc.).

No SIM = 3116 PM @i

& ] ]

Internet
TP-Link-lphone /

f TP-Link-Iphone >
Clients P .
A © Home &

©  Home &

Home Network 2 online Iy
Automatian

Automation

Device Name

Q TP-Link-lphoné © o

me <1:')E'- <01'JE
© o 8 0 9 0 8 0 9 O SAVE
) Download A Upload

Q P 2 \l’ Download A Upload
Hom Kbp Kbp Kbps Kbps Kbps Kbps
High Priority L High Priority \_

B H @ g8

OVERVIEW SMART ACTIONS HOMESHIEL




Tap Automation to enable, disable, or edit it. If you have not set
automation yet, follow Automation to create one.

80

‘l’ Download
Kbps

High Priority

TP-Link-lphone >

Automation

90

Upload
Kbps

ENABLED I

already back home #

At Any Time

On Mon., Tue. Wed.,Thu.,Fri.

TRIGGERS
TP-Link-Iphone
Connected

ACTIONS

Notifications
Sent
DELETE

Enable High Priority and set the Duration time to prioritize the connection

of this device during the time, such as a family member's laptop for one

hour during a video call.

i)
el

*

.

TP-Link-Iphone >

@ Living Room Qop Son

i

Automation

92 44

Download Upload
\l, Kbps 4~ Kbps

High Priority O

Duration All The Time >

No SIM =

- N

A\

b

-

318 PM @
X
Duration
ALL THE TIME )
1 HOUR )
2 HOURS )
4 HOURS )

13



Tap @ to manage the device settings, including changing the device
name/type, viewing device detailed information (IP address, MAC
address, connected network, linked Deco, etc.), and more.

[
TP-Link-Iphone >

@ Living Room Qop Son

B

Automation

92 a4

Download Upload
4’ Kbps 4\ Kbps

High Priority 0

Duration All The Time »

§

TP-Link-lphone >

Device Type

IP Address

MAC Address

Connection Type

Linked Deco

Mesh Technology

Belongs to

Location

an will turn off seamiess

Phone >

192.168.68.50

FC-FC-48-95-CD-F3

Main Network(5GHz)

< Living Room

Son »

Living Room

Tap Location to sort the devices by customized locations so that you can
quickly find and manage the devices.

N

TP-Link-lphone >

Device Type

IP Address

MAC Address
Connection Type
Linked Deco

Mesh Technology

Disablin:

Dec

Belongs to

Location

option will turn off seamless roaming etween

Phone »

192.168.68.50

FC-FC-48-95-CD-F3

Main Network(5GHz)

< Living Room

Son »

Living Room

0006

Hallway

Kitchen

Living Room

Master Bedroom

Office

Study

Home

Add Location

14



Tap Belongs to to add a unique profile for the device and manage its online activities. For example, when
and for how long this device can access the internet, block inappropriate content, and pause the internet if
necessary. For more information about the feature, refer to HomeShield.

§

TP-Link-lphone >

Device Type Phone >
IP Address 192.168.68.50
MAC Address FC-FC-48-95-CD-F3

Connection Type Main Network(5GHz)

Linked Deco < Living Room

Mesh Technology

Belongs to

Location Living Room >

Son

Grandpa

Select a family role

® 8 &

Daughter

@

Grandma

£ Create Profile

5% son >

Son's Devices(1) —+

TP-Link-Iphone
FC-FC-48-95-CD-F3

Enable Mesh Technology and then the
device can seamlessly switch to the
Deco that provides the fastest speed
as you move around.

Device Type

IP Address

MAC Address

Connection Type

Linked Deco

§

TP-Link-Iphone >

Phone

192.168.68.50

FC-FC-48-95-CD-F3

Main Network(5GHz)

- Living Room

Mesh Technology

O

Belongs to

Location

s roaming between

Son »

Living Room »

15



Sort Devices By Locations

After adding your devices to the Deco network, you can sort them by customized locations so that it will be more convenient and efficient to manage
your devices. For example, you can add the lights and computer in your bed room to a location set as "Bed Room", so you can quickly find and manage
these devices.

In Overview, tap + > LOCATIONS. Follow app instructions to sort your devices by location.

No SIM = 10:34 AM @ ()

< Add Location Next

What do you want to add? 13

3:04 wF e

Internet Internet
Clients @ Location
( i Select an icon fopfhis location.
@ Home Network 2 online @ Bed Room @
( SMART DEVICES )
Q TP-Link-lphone © o @ Bed room PC ® ©
12 1 >
o D C\—’LOCAHONS pC Kbps Kby
iPhone ®© o o KLaoo ®© o
Q 2 6 N 0 0
il kg Kbps loT Device Kbps Kbps
Offline Devices v
@ Home 46
] B @ 83 B & @ Bg

16



Create a New Network

In the Deco app, you can create different Deco networks with your TP-Link ID and manage them conveniently from the Deco app with one account. You

can also help family or friends manage their networks with your Deco app. Two methods are provided as below to create a new network.

Method 1. Create a new network from the Overview page

Tap = > Create New Network. Then follow app instructions to complete the setup.

i€

Internet

Clients

u

E

OVERVIEW

Home Network
TP-Link-Iphone o
12
Home Kbps
iPhone ©
2
Home Kbps
& )

SMART ACTIONS HOMESHIELD

2 online

oo
oo

MORE

Select a Network =

Create New Network

17



Method 2. Create a new network from the Menu page

1. Tap Eto open the menu. 2. Tap < > CREATE NEW NETWORK. 3. Follow app instructions to complete

Internet

Clients

B B

OVERVIEW

o About

OVERVIEW

the setup.
No SIM = 5:25 PM @
<
TAP TO SELECT A NETWORK

@ Home Network 2 online
Deco Lab T
TP-Link-Iphone e o e
J 12 1 A
— ) Friends of Deco
(=1=}
iPhone 0 @
Q 2 6 CREATE NEW NETWORK
Kbps Kbps o HC|D

What's this?

18



Change Network Owner

You can change the network owner on the Deco app without resetting the whole Deco network. Follow the steps below.

In Overview, tap @ >l > Change Network Owner. Follow app instructions to change the network owner. Then you will not be able to manage this
network with your account anymore. The new owner needs to follow steps in an email sent from TP-Link to log in and manage the network.
M Note: Changing the network owner will delete the network from the current owner, and this owner will no longer be able to manage this network.

Change Network Owner X Change Network Owner X

Current Owner: Enter the new Owner's TP-Link ID or email

ey " =

Internet

Enter the password
Clients

@ Home Network 2 online

Q TP-Link-Iphone © ©

el

Changing the network owner will delete the network
from the current owner, and this owner will no longer
be able to manage this network.

Home -(‘ll’sgf ﬂ'jps MEXT

i © O
Q iPhone 5 5 CONFIRM

Home Kbps Kbps

Set Main Deco
Change Network Owner
Delete
Reboot All

B B &r ag Cancel

OVERVIEW SMART ACTIONS HOMESHIELD MORE




Delete a Network

You can delete a Deco network if you don't need it anymore. Deleting a Deco network will reset all Decos in this network to factory default settings.

1.In Overview, tap &:. 2. Tap 81 > Delete.

&

Internet

Clients

@ Home Network 2 online

OVERVIEW

SMART ACTIONS

Q TP-Link-lphone © o

12 1

Home Kbps Kbps

iPhone (] ]
u 2 6

Home Kbps  Kbps

Set Main Deco
Change Network Owyv/
Delete 4
Reboot All

B Iy e o Cancel

HOMESHIELD MORE

20



Add Smart Devices

After creating a Deco network, you can add your smart home devices to the network and manage them conveniently on your Deco app.

In Overview, tap + > SMART DEVICES. Follow app instructions to add your smart devices to the network. Then the smart devices will display on the
Overview page as shown below.

3:04 T

Add Dévice @

Internet

What do you want to add?

Internet What kind of dévice do you have?

Clients
( DECOS

@ Home Network 2 online
<\—>SMART DEVICE
TP-Link Philips Hue

Q TP-Link-lphone e o

. 12 1
ome Kbps  Kbps C LOCATIONS >

iPhone © o
n 2
Home Kbps Kbps

Other

Switches/Plugs/Outlets

Boiler

Kitchen

Living Room Light

Living Room

(m
2
oo
oo
(i
(7
o
oo
[EFe)

21



Shortcut

Shortcut lets you achieve an action with a simple tap. For example, if you want to power on your living room light at one tap, follow the steps below.

A Note: If you want to create shortcuts for your smart devices, follow Add Smart Devices to add the smart devices to the Deco network first.

1.Tap & > Shortcut > CREATE.

Smart Actions

Shortcut Automation

n/execute a shortcut

=d
CREATE

History

B e =

{w

SMART ACTIONS

2. Add an action.

3. Choose an action type.

4. Choose the action device.

No SIM T 2:26 PM @ Ne SIM T 1:56 PM @ No SIM T 13:36 @ -
4 Create Shortcut Done Cancel £ Select Action Device Next(1)
ACTIONS HALLWAY Select All
What's your action about?
e | §
ammhe an
; Add Action
> @ KP303(US) O
KITCHEN Select All
Lights Switches}
Plugs/Outlets Boil
oller
@ KP303(US) @
™ LIVING_ROOM Deselect All

@ iving Room Light
KP303(US)

22



5. Set how the action behaves when executed. For example, set as
below then the living room light will turn on 1 minute after you tap the
shortcut icon and will turn off automatically after 2.5 hours.

@ ©a

No SIM & 1:57 PM

£ Add Action Done

WHEN EXECUTED,

@ ~——Turn on/off

Switch/Plug/Outlet

(—The effective time of the
action

Set Action Duration

2 Hr 30 Min

@ ——The waiting time before the
action starts

Delay Action

Hr. : Min.

6. Select an icon and set a name for
the shortcut to finish the settings.

No SIM = 14:38 (o3I

£ Create Shortcut Done

Select anicon for the shortcut and
describe it.

7. Tap the icon to execute the action.

@ Tip: If you have set Delay Action, you will need to
wait for the time you set before the action takes effect.

— Smart Actions @®

. ~

Living room

light on >

v

History

& @ B8

(1)

SMART ACTIONS

23



Automation

Automation allows you to set interactions between your devices by adding triggers and actions. For example, when you get home and your smartphone
is connected to the Deco network (which is a trigger), the living room plug automatically turns on (which is an action). Then the kettle plugged into the

living room plug will start to boil water.

Take this example to show the setup steps as below. Follow the steps to create an automation.
N Note: If you want to create automations for your smart devices, follow Add Smart Devices to add the devices to the Deco network first.

1.Tap & > Automation > CREATE.

Smart Actions

Shortcut

Automation

Automation alle
between y

History

= & 2
Oy EW SMART ACTIONS MOR

2. Set when the automation takes 3. Add a trigger.

effects.

& Create Automation

Time
Settings

—»EFFECTIVE TIML‘/\
RUN
FOR A TIME PERIOD ¥

START TIME

06 : 00 PM e

END TIME

07 : 00 PM =

Create Automation

tings  Add Trigger

TRIGGERS

© Add Trigger

What's a trigger?

4. Select the trigger type.

No SIM =

Cancel

Lights

2:56 PM

What's your trigger about?

@ wa

24



5. Select the trigger device and set the trigger details.

No SIM = 3:01PM ® @3 NoSIMF 3:01PM @ ma
< Select Trigger Device Next < Add Trigger Done
HOME Selec WHEN THIS DEVICE IS
TP-Link-lphone
Connegted

Elﬁ Other O ©
chenyindeiPhone Disconnected

3 O o

Other

Create Automation

Add Trigger

Lot 1 I T L
TRIGGERS

H TP-Link-lphone
Connected

Jr Add Another Trigger

You can add another trigger or tap NMext to add

actions.

6. Add an action.

Create Automation

Add Action

ACTIONS

"} Add Action

What's an action?

25



7. Select the action device and set the action details. For example, set the action as below then the living room plug will turn on after you tap the

shortcut icon, and will turn off automatically after 1.5 hours.
@ Tip: If you have set Delay Action, you will need to wait for the time you set before the action takes effect.

No SIM = 3:01PM ® 3 NoSIM T 3:02 PM @ 3 NoSIM T
Cancel £ Select Action Device Next(1) £
LIVING_ROOM Deselect Al {EN EREIL

What's your action about?

@ Living Room Plug
S103(US)

Switch/Plug/Outlet

Set Action Duration

Delay Action

Add Action

@ ()

Done

@ >——Turn on/off

¢ ——How long will the action last

The waiting time before the
action starts
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9. Automation setup completed. The
automation will take effect when the
trigger is executed.

8. Set a name for the automation.

Create Automation Done Smart Actions

Automation
Name Shortcut Automation

s M @ w T F s

AUTOMATION NAME

* At Any Time

Arrived home

Arrived home

History >

B i) @ g

OVERVIEW SMART ACTIONS HOMESHIELD MORE




HomeShield

Whether protecting your network from malicious attacks, managing your family's online activities, or prioritizing devices to get better performance,
TP-Link HomeShield provides you a kit of basic (free) and Pro (charged) features to enhance your whole home network with enhanced security. An
overview of HomeShield features are shown below.

¢ What is HomeShield: https://www.tp-link.com/homeshield/

* How to use HomeShield features and upgrade to HomeShield Pro: go to the product support page at hitps://www.tp-link.corm and refer to
TP-Link HomeShield User Guide.

HomeShield L: AV

—— HomeShield Pro Subscription: To enjoy more features, you can upgrade to HomeShield Pro. Check more details about
the Basic and Pro features here.

For better network perfarmence and security

Scan: Examine your network regularly to identify the potential risks, thus improving your network performance and
security.

Real-Time Protection: Real-Time Protection is for Pro users only. There are three ways to ensure your home network
and your loT devices remain safe: (1) block malicious websites, protect your home network and applications against
external attacks and eliminate vulnerabilities; (2) prevent infected devices from sending sensitive information or security
threats to clients outside your network; (3) identify loT devices and immediately monitor their security performance
once they join the network.

Parental Controls: Create profiles for family members and specify the devices that belong to each. Set individualized
el mor il members parental controls including when and for how long each person can access the internet. Block inappropriate content
and pause the internet if necessary.

Pricritize your devices settings »

You can enable QoS to prioritize the devices that
are most impartant to yau for a better
oxperience.

@m — QOoS: Prioritize the connection of a particular device for a set duration, such as a family member's laptop for one hour
Reparts during a video call.
e I 'I‘ — Weekly/Monthly Reports: Review a weekly or a monthly list of usage, such as security threats, top visited contents, and

= more, to better manage your family’s online activities.
= it
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Wi-Fi Settings

You can change the network name and password of your main network at any time and share the network easily with family and friends.

Tap 88 > Wi-Fi,

ROUTER SETTINGS

Advanced

-

(m

OVERVIEW SMART ACTIONS

Wi-Fi Blacklist Update Deco

WPS

Managers

@ ao
oo
HOMESHIELD MORE

Manage main network (e.g. change your main network's Wi-Fi name and

password, hide the network from Wi-Fi list, etc.).

_ < el Se“ings < Binbieinne

—

—» Main Network

2.4GHz

5GHz

Network Name (SSID)
Deco

Password
R

Security
WPA2-PSK [AES]

SHARP——

88

Network Name (SSID)

Deco

Password

Tl vana N

It is recommended to set a password using a
combination of letters, numbers and symbols.

Security WPA2-PSK [AES]

Hide this network from Wi-Fi lists.

‘When enabled, you will need to manually enter the SSID

and password to join this network, and its WPS fe
will be unavailable

Guest Network

Share your network with others.

TI S invites you to join a network.
Metwork Name: Deco...

AirDrop Messages More
Copy
Save to Files

Web Protection

8 0
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Guest Network

You can create and share a separate network for guests to guarantee the security and privacy of your main network.

Tap B§ > Wi-Fi and enable Guest Network. Set a Wi-Fi name and password for Share your guest network with others.
the guest network.

_ < WEPRSeH o= CHBELHI WORC

ROUTER SETTINGS WhAZPSKIAES]
Network Name (SSID)
SHARE
@ Deco_Guest
) \
Wi-Fi Blacklist Update Deco Guest Network Password
@ @ @ 2.4GHz O At least 8 characters
It is recommended to set a password using a
Advanced WPS Managers combination of letters, numbers and symbols.
5GHz
Security WPA3-Personal + WPA2-PSK [AES]
TI s invites you to join a network. >
Network Name (SSID) Network Name: Deco_Guest
Deco_Guest
Password @ eee
None
AirDrop Messages More
Security
None
Co
- Py ®
SHARE—————————— |
Save to Files 5
= H o oo Web Protection @8
OVERVIEW SMART ACTIONS HOMESHIELD MORE
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Blacklist

Add devices to the blacklist to prevent the devices from accessing your network, ensuring the safety of your personal information shared in the
network.

Tap B% > Blacklist. Tap + and add clients or other devices to the blacklist. Remove devices/clients from blacklist.
No SIM & 11:22 AM @ =
Device Blacklist X
ROUTER SETTINGS
Add Device

Wi-Fi Blacklist Update Deco
Cm{lts

Advanced WPS Managers [ﬂ:ﬁ ( Other De:ice )

Blacklisting allows you to block a device's
access to your network.

-

Remove

Cancel

B B @) 88

OVERVIEW SMART ACTIONS HOMESHIELD MORE
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Upgrade Your Deco

TP-Link is dedicated to improving product features and providing a better customer experience. An up-to-date firmware provides better and more
stable network performance. Always update your Deco to the latest firmware version when prompted in the Deco app.

1. Tap gg > Update Deco 2. Download and install the firmware (if any) and follow app instructions to update
your Deco to the latest version.

_ < Update Sdie < Update Seee

ROUTER SETTINGS
Firmware update available for Deco. Your Deco Home Wi-Fi System is currently

Wi-Fi Blacklist Update Deco

up-to-date. Enjoy!
WPS N

Deco weae ¥0 | Main Dcc‘.c->

Advanced Managers
Firmware Version

.- - -

DOWNLOAD FIRMWARE
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Advanced Features

Additional features are available under the Advanced menu. You can modify WAN settings (IPv4 & IPv6), add IPv6 firewall rules, modify LAN IP, set up
DHCP server, enable VLAN/IPTV/MAC Clone mode, reserve the same IP address for a specific device, set up port forwarding rules to make your local
computers accessible to other devices over the internet, enable TP-Link DDNS/SIP ALG/UPNP/fast roaming/beamforming, control Deco's LED, change
the operation mode, set connection alerts and notifications.

Tap B8 > Advanced. View IPv4 details or change the Enable IPv6 to set up an IPv6 Add IPv6 firewall rules to allow
internet connection type. internet connection. specific devices to access the
specified services.

ROUTER SETTINGS
IPv6 Service Type Custom
Internet Connection Type Dynamic IP
WAN )
P Address Service Name
Wi-Fi Blackdist Update Deco 10.0.3.39 IPv6 Connection Type Dynamic IP
{{D:g Subnet Mask
P Address
255.255.252.0
240e:3b3:30b2:ef00:ea48:b8ff:fe60:8585/64
Advanced WPS Managers Default Gateway Internal IP Select from Clients
Primary DNS
10001 o
240e:3b3:30b2:ef00:12da:4 3ff:feaa: 2783
Primary DNS
Secondary DNS Port
10.0.01
Secondary DNS
LAN 65535
Address Prefix
Protocol All
P Address
0:EA48:BEFF:FE60:8584/64
Firewall
o - Firewall Rules
B y @] 88
MES| MORE
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Modify LAN IP to avoid IP address ~ Change DHCP server settings. Enable IPTV/VLAN mode to support Enable MAC Clone if Deco fails to
confict. IPTV services. connect to the internet.

@ Tip: For more about MAC Clone, refer to
https://www.tp-link.com/support/faq/2925/

4 LANIP < DHCP Server < IPTV/VLAN MAC Clone

LANIP 22 IP addresses assigned.
MAC Clone
192.168.68.1 IPTV/VLAN D o
Start IP
Subnet Mask 2552552520 > ——
ISR S Use Client MAC Address O
Select
EndIP
Note: \ Use Custom MAC Address @
192.168.68.250 T{('”ﬂ 5
B Tip: Make sure you select or enter the MAC

Default Gateway pecified by your ISP

192.168.68.1

Primary DNS (Optional)

Secondary DNS (Optional)
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Reserve IP addresses for specific Set up port forwarding rules to Register a TP-Link DDNS domain Enable SIP ALG to communicate

devices to recognize and manage  enable devices in your network name to access your router and with SIP (Session Initiation Protocol)
the device more easily. accessible over the internet with local servers using a domain name.  servers via NAT).
safety.

SIP ALG o

Service Type Custom > Register Domain Name
When enabled, clients can communicate with SIP
(Session Initiation Protocol) servers via NAT.
Service Name tplinkdns.com
= Your domain name should meet the following
criteria
« Start with a letter or number;
L _' J b Internal IP Select from Device > « Contain anly letters, numbers and hyphens;

) « Not exceed 20 characters in length.

Internal Port

1-65535 or blank

External Port

KR-XX or XX

Protocol Al >




Enable UPNP to allow your local
network to dynamically open ports
for applications like gaming.

Enable Fast Roaming to allow
your wireless devices to switch
connection to different Decos.

Fast roaming with IEEE 802.11r allows wireless
devices to switch connection to different Decos

seamlessly.
Note:

1.Turning on this feature may result in some
older wireless device being disconnected from
the Deco Network.

2.If some devices are disconnected from Deco
network after turning on/off this feature,try
forgetting the Deco network on these devices
and then join the network again.

Wi-Fi signal towards connected
devices for stronger connections.

Beamforming D

Beamforming concentrates Wi-Fi signal towards
connected devices for stronger connections.

Night Mode

From 10:00 PM

Until 7:00 AM

LED O
O

Enable Beamforming to concentrate Toggle off LED to turn off the light on
Deco. Configure the Night Mode to
turn off the LED light at bedtime only.

< UPNP £ Fast Roaming £ Beamforming 4 LED Control

Fast Roaming O
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Change the operation mode.

N Note: When the Deco works in Access Point
mode, advanced features such as IPv4, Address
Reservation, Port Forwarding, and DHCP server
are not available.

< Operation Mode 4 Connection Alerts 4 Notifications

Router (Default) @

n wireless router mode, Deco connects to the
internet directly
PPPGE, etc., a

1 Dynamic IP, Static
ares internet acce:
iireless devices. NAT and

Access Point @

n access point mode, Deco connects to a

0 s router via an Ethernet cable
and extends the wireless coverage of your
existing network. Functions like NAT, Parental
Controls and QoS are not supported in this
mode.

jired 0

Set connection alerts to receive
notifications once the clients
connect to or disconnect from Deco.

New Device Alerts Push Motifications

Known Device Alerts on »

Set notifications to receive alerts in
the notification bar.

Notifications Enabled

Notifications are enabled. You'll receive alerts in
the Notifications bar. Disable it on your device's
Settings > Notifications page.

Firmware Updates D

Antivirus Alerts
New Device Detected

Monthly Reports

| @)
Device Alerts O
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WPS

WPS (Wi-Fi Protected Setup) helps you to quickly and securely connect a client to the network with a tap without entering any password.

1. Tap 8§ > WPS.

ROUTER SETTINGS

Wi-Fi Blacklist Update Deco
Advanced WPS Managers

(]
(7
o
o

—

< WPS

by turning o
and then for the clie

Living Room
Online

Bedroom

Cnline

onnect a client to the network
S for a nearby Deco

2. Tap the WPS icon on Deco app and
then on your client.

< WPS

Easily connect a client to the network
by turning on WPS for a nearby Deco
and then for the client.

Living Room | Wain Decos

Online

Bedroom

Cnline v

3. Your device has connected to the network
successfully if shown as below.
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Managers

Add friends and family members to help manage your network. Each manager should have their own TP-Link ID.

A Note: Managers can not modify owner's account, add other accounts, or set manager privileges.

Tap 8§ > Managers, and follow app instructions to add other TP-Link ID accounts as managers.

ROUTER SETTINGS
e @
Wi-Fi Blacklist Update Déco
Advanced WPS Managers
E] © 85
OVERVIEW SMART ACTIONS HOMESHIELD MORE

No managers yet. Add friends and family
members to help you manage your Deco
network.

ADD

No SIM = 4:00 PM @ ®)

Add as Manager

Email a}wmag

This is the email this person useN{o register their TP-
Link ID.

SAVE

/MANAGERS

PRIVILEGES
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Remove managers.

Set privileges for managers.
M Note: Privileges may vary slightly depending on the model, the current operation mode, and
software version you have.

« Privileges
Network Management @ ]
Client Management (@
MANAGERS PRIVILEGES IoT Management (D)

Note: Features may vary slightly depending on the
“es

model, software version you have, and the current
operating mode.

Remove

Cancel




Control Your Deco with Alexa

Alexa Integration allows you to control your Deco using Amazon's Alexa voice service. You can control and customize your home network by giving
simple voice commands to Alexa, such as enabling the Guest Network, turning off your Deco LEDs, and more.

Follow the steps below to use Alexa voice commands to control your Deco network.
@ Tip: To know more about how to set up Alexa Integration in Alexa app, refer to https://www.tp-link.com/support/fag/1571/.

W Note: This feature is currently available in English (US), English (UK), German and Japanese.

In the Deco app, tap E to open the menu, tap Friends of Deco > Alexa > TP-Link Router Skill, then follow the app instructions complete the setup.

< Friends Or Deco
. IFTTT > @ TP-Link Router Skill
Control Deco using your voice. &
‘ ' Alexa >

Internet

Client

2 online
@ Homg¢
@ Deco Lab

\—@Frionds of Deco——Fn——
o Help

Google Assistant >

@ Home Network

Q TP-Link-lphone

Q iPhone

OVERVIEW

B Ty © 2 o About
) ¢ oo
OVERVIEW g b | A

o
[

N
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Troubleshooting

Solutions to common problems during setup or use are provided here for reference. Follow the steps and the provided link below to diagnose and solve
problems you might experience with your Deco.

If problems still exist, contact us: https://www.tp-link.com/support

Q1. What should | do if | fail to configure the main Deco and get stuck on “We couldn't find Deco"?
Refer to the guide https://www.ip-link.com/support/fag/2239/ or follow the video https://yvoutu.be/2HYUEYS9XIM

Q2. What should | do if | fail to configure the satellite Deco and get stuck on “We couldn't find another Deco"?

Refer to the guide https://www.tp-link.com/support/fag/1447/ or follow the video https://voutu.be/IVgDzoo16T4

Q3. What should | do if | fail to configure the main Deco and get stuck on “Testing Internet Connection”?
Refer to the video https://voutu.be/OSUrGdWH-I0

Q4. What should | do if my wireless devices cannot connect to Deco?
Refer to the guide https://www.tp-link.com/support/fag/2718/

Q5. What should | do if Deco suddenly lost internet access?
Refer to the guide https://www.tp-link.com/support/fag/1454/

Q6. How can | find a suitable spot for my Deco?

Refer to the guide https://www.tp-link.com//support/faq/1446/

Q7. What can | do if the Deco app isn't working properly?
Refer to the guide https://www.tp-link.com/support/fag/1456/
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FCC Compliance Information Statement

FS

Product Name: AX4300 Whole Home Mesh Wi-Fi 6 System
Model Number: Deco X4300 Pro

Component Name Component Model
I.T.E POWER SUPPLY T120200-2B4

Responsible party:

TP-Link USA Corporation

Address: 10 Mauchly, Irvine, CA 92618
Website: http://www.tp-link.com/us/
Tel: +1 626 333 0234

Fax: +1 909 527 6804

E-mail: sales.usa@tp-link.com

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses and can radiate
radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio
or television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the interference by
one or more of the following measures:

* Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.
* Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
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* Consult the dealer or an experienced radio/ TV technician for help.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.

2. This device must accept any interference received, including interference that may cause undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance could void the user's authority to operate the
equipment.

Note: The manufactureris notresponsible foranyradio or TVinterference caused by unauthorized modifications to this equipment. Suchmodifications
could void the user's authority to operate the equipment.
FCC RF Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled environment. This device and its antenna must not be
co-located or operating in conjunction with any other antenna or transmitter.

“To comply with FCC RF exposure compliance requirements, this grant is applicable to only Mobile Configurations. The antennas used for this
transmitter must beinstalled to provide a separation distance of atleast 20 cm from all persons and must not be co-located or operating in conjunction
with any other antenna or transmitter.”

We, TP-Link USA Corporation, has determined that the equipment shown as above has been shown to comply with the applicable technical standards,
FCC part 15. There is no unauthorized change is made in the equipment and the equipment is properly maintained and operated.

Issue Date: 2022-06-02

FCC Compliance Information Statement

FE

Product Name: |.T.E POWER SUPPLY

Model Number: T120200-2B4
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Responsible party:

TP-Link USA Corporation

Address: 10 Mauchly, Irvine, CA 92618
Website: http://www.tp-link.com/us/
Tel: +1 626 333 0234

Fax: +1 909 527 6804

E-mail: sales.usa@tp-link.com

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses and can radiate
radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio
or television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the interference by
one or more of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

» Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

» Consult the dealer or an experienced radio/ TV technician for help.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:

1. This device may not cause harmful interference.

2. This device must accept any interference received, including interference that may cause undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance could void the user's authority to operate the
equipment.

We, TP-Link USA Corporation, has determined that the equipment shown as above has been shown to comply with the applicable technical standards,
FCC part 15. There is no unauthorized change is made in the equipment and the equipment is properly maintained and operated.

Issue Date: 2022-06-02
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Safety Information

» Keep the device away from water, fire, humidity or hot environments.

* Do not attempt to disassemble, repair, or modify the device. If you need service, please contact us.
* Do not use damaged charger or USB cable to charge the device.

* Do not use any other chargers than those recommended.

* Do not use the device where wireless devices are not allowed.

» Adapter shall be installed near the equipment and shall be easily accessible.

* Use only power supplies which are provided by manufacturer and in the original packing of this product. If you have any questions, please don't
hesitate to contact us.

* Operating Temperature: 0°C~40°C (32°F~104°F)
Please read and follow the above safety information when operating the device. We cannot guarantee that no accidents or damage will occur due to
improper use of the device. Please use this product with care and operate at your own risk.

This product uses radios and other components that emit electromagnetic fields. Electromagnetic fields and magnets may interfere with pacemakers
and other implanted medical devices. Always keep the product and its power adapter more than 15 cm (6 inches) away from any pacemakers or
other implanted medical devices. If you suspect your product is interfering with your pacemaker or any other implanted medical device, turn off your
product and consult your physician for information specific to your medical device.
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Explanation of the symbols on the product label

Symbol

Explanation

DC voltage

Caution

Operator's manual

Alternating current

Class Il equipment

Polarity of output terminals

Energy efficiency Marking

Indoor use only

A
(13
]
&>ec®
@),
Y
X
I

RECYCLING

This product bears the selective sorting symbol for Waste electrical and electronic equipment (WEEE). This means
that this product must be handled pursuant to European directive 2012/19/EU in order to be recycled or dismantled to

minimize its impact on the environment.

User has the choice to give his product to a competent recycling organization or to the retailer when he buys a new

electrical or electronic equipment.
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